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1 INTRODUCTION

Data Studio by MDC Nordic is a solution for Microsoft Dynamics 365 Business Central that
lets you view, edit, and exchange the data held in any Business Central table without
writing code and bypass the limitation of Configuration Packages. From a single interface
you can pick a table, narrow it down with filters, choose exactly which fields to show, and
then work with the records in a live grid mapping columns, finding and replacing values,
cloning rows, and importing or exporting data files, data being reflected into source

tables at runtime.

The solution is built directly inside Business Central and offers two complementary ways

of working:

1. One-Click Configuration: An ad-hoc, no-setup workspace. You open the Data
Studio Configuration page, select a table on the spot, and immediately start
viewing and editing its records, or export and import them as Excel files. Nothing
is saved - it is ideal for quick data fixes and one-off exports.

2. SFTP Flow: A reusable, template-driven exchange. You save your table, filter, and
field choices as a Configuration Template, link it to an SFTP connection, and
exchange the data described by that template with an external SFTP server in
JSON, XML, CSV, or Excel format. The exchange can be run manually or scheduled

to run automatically, with optional email notifications and full audit logging.

This guide walks through the prerequisite configuration for the SFTP flow, then explains
each way of working in turn, followed by the data operations, automation, logging, and

notification features that are common to both.
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2 PREREQUISITES

Role:

To get started with data studio you should have “Business Manager” role assigned to

your user in Buiness Central environment.

Permission Set:

Data Studio provides two permission sets to support data access requirements.

Data Studio: Permission set provides users with access to the Data Studio
application and its core functionality. It is intended for users who need to configure
and manage data exchange processes, including creating and maintaining
configuration templates, managing connections, executing imports and exports,
and reviewing logs and audit information.

DS Super Permission: Permission set grants access to a broad range of standard
Business Central tables that may be involved in data import, export, and
synchronization processes. These tables include transactional, posted, historical,
and archive data such as ledger entries, sales and purchase documents. This
permission set is required when Data Studio needs to read from or write to these
tables as part of an integration or migration process. Without this permission set,
users may be able to access Data Studio but may encounter permission-related

issues when processing data involving restricted Business Central tables.

One-Click Configuration:

To use the One-Click Configuration feature, the user must be assigned the Data Studio

permission set. No additional prerequisites are required to configure or use this feature.

However, if the configuration involves importing, exporting, or processing data from

standard Business Central tables containing transactional, posted, historical, or archive

data (such as ledger entries, sales documents, or purchase documents), the user must

also be assigned the DS Super Permission permission set. This additional permission
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ensures that Data Studio has the necessary access rights to read from and write to the

required Business Central tables during data operations.
SFTP Flows:
If you intend to use SFTP flows to perform Data Exchange, then you need must have:

1. A deployed SFTP Connector Azure Function App with the base URL available.

2. An Azure Blob Storage account with a container created.

3. The Storage Account Access Key and the Azure Function Key.

4. An SFTP server with credentials and the import/export folder path for each data

exchange flow.

More details regarding how to use the above-mentioned resources in the Data Studio

app are described in SETP DATA EXCHANGE section of app.
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3 ONE CLICK CONFIGURATION

The one-click mode lets you open any table, work with its records, and export or import

them as Excel file with no template and no setup.

Open Data Studio Configuration from the Data Studio menu.

]] | MDC Mordic, — Dynemics 365 Business Central 5w - o o0 oo 8

ensanll Saapdy Data Studio - | Cormspondly Al Reports = "‘v@

Get started *

Hi, meet Business Central!

——T
Viwre all set 1 fry aut ur derme company, Cronus. Ga explore on _
OUr s, oF take a quick tour first — +
——
 Data Studio Configuration 7 X

Data Source

Table Mo 18 Apply Filters aO il

Table Mame Customer Mo. of Records 13 -~
!

Options

Exclude Flow Fields ® ) Mo. of Fields 4

Select Fields m Bypass Validation ® )

|

The Data Studio Configuration dialog is organised into a Data Source group and an

Options group.
Data Source:

1. Table No.: Enter the number of the table whose data you want to view. The Table

Name resolves automatically.
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2. Table Name: Read-only. The name of the table for the entered number.

3. Apply Filters: Enable to open the standard filter dialog and limit which records are
loaded. Disable to clear the filter.

4. No. of Records: Read-only. The number of records matching the current selection

and filter.

Options Group:

1. Exclude Flow Fields: Enable to leave FlowFields out of the data that is loaded.

2. Select Fields: Enables you to open the Field Selection page and choose exactly
which fields you want to work with. Primary-key fields are always included.

3. No. of Fields: Read-only. The number of fields that will be shown.

4. Bypass Validation: Enable to allow edits that would otherwise be blocked by field

validation, including primary-key changes. Use with care.

Choose OK to load the data. Data Studio reads the selected records and opens the

Dynamic Record Viewer.

Project Plus

o of Zethe

Get started .l
Hi, meet Busit

¥au're all set fo try out our defia 68
WOUT Ok, O ke G QUiCK tour first

CO0T0

00100
coane

)

CO40

Activitics

The Dynamic Record Viewer shows the loaded records reflecting the table you selected
in the data source with options and filter you applied. Editable cells write straight back to

the underlying Business Central table.

[} MDC MNordic  ynemics 365 Business Central - ol I = O - S
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The viewer supports the following record operations directly on the page:
e Edit a value by typing in a cell. The change is validated based upon on wheather

you enabled the boolean "By-pass Validation” and written to the source record.
* Add a new record by entering a new row.

e Delete a record by removing its row.

The Data Operations action group provides tools that can be used to perform various

operations on data being displayed to you Dynamic Page Viewer.

€ Dynamic Record Viewer / Saved <
ce i A e L - .
&~ LB -+ New BB Editlist i Delete Data Operations AT —
q
&Y Map column| | # Find & Replace | [ Export |j. import | | O Audit Logs| | [ Clone Record | -3
—* 20000 - 20000 RAVEL MZBLER 20000
— —— —
Map Column

Choose Map Column to copy the values of one field into another for every record. Select
a Source Field and a Target Field (the source and target must differ). The source values
overwrite the target values, and a confirmation message is shown when mapping

completes.

Find & Replace
1. Find What: The value to search for.

2. Replace With: The value that will replace it.

3. Replace All: Enable to replace the value in every record for the selected field.

Leave disabled to replace it in a single chosen record only.

4. Field No / Selected Field: Use the assist button to pick the column in which the

replacement is performed.

Both Find and Replace values are required, and a field must be selected, before the

operation can run. A confirmation is shown when the replacement succeeds.
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Export
Choose Export. In one-click mode the currently displayed columns and records are
written to an Excel file that you can download. The exported file carries a marker

identifying the Data Studio session so it can be re-imported.

Import

Choose Import and select an Excel file that was exported from Data Studio. Records are
matched on their primary key: existing records are updated and new key values create
new records. When the import finishes, a summary reports how many records were

created and how many were updated

“Imports are validated against the current session’s structure. A file being imported that
doesnot matches with current session of One Click Configuration or whose primary-key
columns are incomplete is rejected with an explanatory message. Make sure, you export

a file form current session, do your changes and then import it in same session.”

Audit Logs
Every record-level change made through Data Studio is captured in the Audit Trail Log.

Each entry records:

e The table number and name and the Record ID affected.

e The operation type (Insert, Update, Delete, or Rename) and the resulting status.
e The field changed, with its old and new values.

e Who initiated the change and when.

Clone Records
Clone Records Duplicates the current record. The Key Input dialog opens so you can

supply the primary key for the new record, all other field values are copied across.
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4 SFTP DATA EXCHANGE

This section explains the prerequisites, setups and steps needed to enable and use the

app’s SFTP data exchange capability.

4.1 Prerequisite

1. A deployed SFTP Connector Azure Function App with the base URL available.

2. An Azure Blob Storage account with a container created.

3. The Storage Account Access Key and the Azure Function Key.

4. An SFTP server with credentials and the import/export folder path for each data

exchange flow.

4.2 Exchange Setup

You can manage to exchange details about Azure Storage and Azure function app by

configuring the following details:

1sh Management Sales Purchasing Xtension Shopify Data Studio Corre: > = :_"‘_eﬁ :@

lities of the App: plecse purchase it from AgpSource | This is a sandbox enviranment for test. demo, or develonment purpases only v

SFTP Connecbions

Get started >

Hi, meet Business Central!

You're all set to try out our dema company, Cranus. Go explore on
your own, or take o quick tour first, ———————— S

Show demo tours 0, 3 = 3\
ot b = = = ==
* [ | f’i
=3 -
e Micrasoft services

1. Storage Name: Specifies the name of the Azure storage account used to store
exchange files.

2. Inbound Container: Container where the Azure Function deposits inbound files
for the Job Queue to pick up.

3. Outbound Container: Container where the BC places outbound files.

10
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|E><change Setupl

> Azure Blob Storage & Azure Function Storage Automate ~ Fewer options

Azure Storage Configuration

Storage Name sftpimportexport Outbound Container outgoing
Storage Key Stored Connection Validated
nbound Container incoming

Azure Function Configuration >

SIPION DAIA (Il

Exchange Setup

> Azure Blob Storage | @ Azure Function Storage Automate Fewer options

€= Set Storage Key D Test Azure Connection 4=
Storage Name sftpimportexport Outbound Container outgoing
Storage Key Stored Connection Validated
nbound Container incoming

Azure Function Configuration »

4. Storage Key Stored: Indicates whether the Azure Storage Key has been set. Use

Set Storage Key to store it securely.

Set Storage Key s X

Secret Key | | ‘

5. Connection Validated: Indicates the connection was last tested successfully. Use

Test Connection to validate.
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Exchange Setup

& Azure Blob Storage < Azure Function Storage Automate Fewer options

Azure Storage Configuration

Storage Name sftpimportexport Outbound Container outgoing

Storage Key Stored Connection Validated

nbound Container incoming

Azure Function Configuration > (D Connection - Success
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6. Azure Onboarding URL: Specifies the Azure Function endpoint used to onboard
SFTP connections.

7. Azure Export URL: Specifies the Azure Function endpoint used to export files for
SFTP exchange.

8. Azure Import URL: Specifies the Azure Function endpoint used to import files into

Business Central.

Exchange Setup

> Azure Blob Storage I @ Azure Function Storage | Automate Fewer options

4 Set Azure Function Code

Azure Function Configuration

Azure Onboarding URL https://sftpconnector20260511182859.azure... Onboarding Code Stored
Azure Export URL https://sftpconnector20260511182859.azure... Export Code Stored
Azure Import URL https://sftpconnector20260511182859.azure... mport Code Stored

9. Onboarding Code Stored: Specifies whether the onboarding function access
code is stored. Use Set Azure Function Code to store it securely.
10.Export Code Stored: Specifies whether the export function access code is stored.

Use Set Azure Function Code to store it securely.
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11.Import Code Stored: Specifies whether the import function access code is stored.

Use Set Azure Function Code to store it securely.

JIpI0N DA (I

Set Azure Function Code X

Onboarding Code “ | I

Export Code

mport Code

| B e B . |

4.3 SFTP Connections

You can manage multiple SFTP connections for data exchange by configuring the

following details:

CRONUS Danmark A/S Zet 1 Management Sales Purchasing Ktension Shopify Data Studio Corre: > = :_*_oﬁ :@
Setup Data Studio Configur =
Shchahge i 1sing Unlicensed version of Zetilte Connecton. To use the full copabilities of the App: please purchase it from AppSource | This (s 0 sandbax enaronment for test. demo, o development puipases only »
Get started 5%

Hi, meet Business Central!

You're all set to try out our dema company, Cranus. Go explore on

your own, or take o quick tour first, ———————— -.§-‘;_
see
( [l + - R R w®
Show demao tours 0 3\
| o)t - - - :
* [ | .1
- -

1. Code: Specifies unique code for the SFTP Connection
Host Name: Specifies host name for the SFTP Connection

Port: Specifies port for the SFTP Connection

H WD

User Name: Specifies user name for the SFTP Connection
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I| SFTP Connections " Saved N o

e
@~ /"3 lf_', —|— New ¥ Edit List [i] Delete < SFTP Server Connection Automate Fewer options [EaaTd =
Finge...
Password Hash
Code T Host Mame Port  User Name Stored Stored Working Path Archive Path Error Path
—  SFTP - sftp.mdcnordic... 22 rndgis AAA DataStudio/... AAA DataStudi.. AAA_DataStudio/D...

5. Password Stored: Specifies whether the password for the SFTP Connection is
stored. Use Set Credentials to store it securely.
6. Fingerprint Hash Stored: Specifies whether the fingerprint for the SFTP

Connection is stored. Use Set Credentials to store it securely.

SFTP Connections " Saved D -
@~ /"3 [} -+ New  B¥ Edit List [i] Delete § < SFTP Server Connection Automate - Fewer options w v =
€ Set Credentials 2l

Lode | FOst Name rFort User Name atored otored Work ng Fath Arcne Fath crror Fath
—  SFTP :  sftp.mdenordic... 22 rndagis AAA_DataStudio/... AAA_DataStudi.. AAA_DataStudio/D...
Set SFTP Credentials 7 X
Password
Fingerprint

7. Working Path: Specifies the remote SFTP directory where files will be uploaded.
8. Archive Path: Specifies the remote SFTP directory where successfully processed

files will be moved.

14
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9. Error Path: Specifies the remote SFTP directory where failed or invalid files will be

4.4

Once you have configured the Azure Functions and SFTP setup now in Templates you
can configure the data related settings by templates. Open Configuration Templates

from the Data Studio menu and choose New.

moved.

Configuring Templates

] | MDC Nordic  Dynamics 365 Business Centsal

Get started

08P &P

Configuration Template
Currency

Data Operations More options

Data Source >

Options »

SFTP >

Notification »

Automated Schedule Prefrence >

Automated Export >

Data Source

Code

Table No.

CURRENCY TEMPLATE

Table Name
Apply Filters

No. of Records

Currency

P~
[C D)

Data Source:

1.

Code: Unique identifier for the configuration template.

15
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2. Table No.: Enter the number of the table whose data you want to view. The Table
Name is populated automatically.

3. Table Name: Read-only. The name of the table for the entered number.

4. Apply Filters: Enable to open the standard filter dialog and limit which records are
loaded. Disable to clear the filter.

5. No. of Records: Read-only. The number of records matching the current selection

and filter.

Options

No. of Fields 5

8ypass Validation @

Exclude FlowFields

Select Fields

Options Group:

1. Exclude Flow Fields: Enable to leave Flow Fields out of the data that is loaded.

2. Select Fields: Enables you to open the Field Selection page and choose exactly
which fields you want to work with. Primary-key fields are always included.

3. No. of Fields: Read-only. The number of fields that will be shown.

4. Bypass Validation: Enable to allow edits that would otherwise be blocked by field

validation, including primary-key changes. Use with care.

SFTP

Use SFTP [ o] SFTP Connection SFTP

Supported Format

Connection Onboarded

SFTP Group:

In the SFTP group, configure how the template exchanges data:

16
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1. Use SFTP: Enable to turn the template into an SFTP exchange. At least one SFTP
connection must already exist; otherwise a message is shown and the toggle is sets

to off.
2. SFTP Connection: The connection (from SFTP Connections) this template uses.

3. Supported Format: The file format exchanged between Business Central and the

SFTP server - JSON, XML, CSV, or Excel.

4. Connection Onboarded: Read-only. Indicates whether the connection has been

registered with the Azure bridge for this template.

Notification

Enable Email Notification o NotificationSetting
Notification Ema ansa@mdcnordic.com
Notification Counter 1

Notification Preference Failure Only

Schedule Notification Email [CHD)

Notification Group:
In the SFTP group, configure how the template exchanges data:

1. Email Notification: Turns notifications on. At least one email account must be
configured in Business Central (run the Set Up Email assisted setup first); your
authentication email is suggested as the default recipient.

2. Notification Email: The recipient address. It must be a valid email address and

cannot be blank while notifications are enabled.

3. Notification Counter: How many notifications to send per log entry in APl Logs for

this template. If you enable notifications then 1 is populated as a minimum value.

17
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4. Notification Preference: Choose Failure Only to be emailed only when an

operation fails, or All Notifications to be emailed for every operation.

5. Schedule Notification: Enable to create a Job Queue Entry that sends the

notification emails for the SFTP exchange logs on a schedule.

Automated Schedule Prefrence

mation Preference Export

Automate Schedule Prefrence & Automated Export:

Templates can run unattended through the Business Central Job Queue. In the
Automated Schedule Preference group (visible when Use SFTP is on), set the Schedule

Preference - the preferred automation flow:

1. Export: Reveals the Automated Export group.

2. Import: Reveals the Automated Import group.

Automated Export

Schedule Export e Scheduled Job

Within the revealed group:
3. Schedule Import/ Schedule Export: Enable to create a Job Queue Entry that runs

the import or export automatically. The entry is tagged with the Template Code and
is setto run on all weekdays. Disabling the toggle places the scheduled job on hold.
4. Active Import Job / Active Export Job: Read-only count and drill down to the

specific and currently active scheduled job for the template.

18
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Each scheduled run onboards the connection if required and then executes the
configured import or export pipeline. Deleting a template removes its associated Job

Queue Entries.

Scheduling requires a complete SFTP configuration. If it is missing, the toggle is cleared

and the message “Kindly provide SFTP configuration” is shown.

< Configuration Template (&) = [
\&/

Currency

Data Operations Automate Fewer options

Y set Filters & Manage Selected Fields e Load Data

Actions:

1. Set Filters: Opens the filter dialog for the source table..

2. Manage Selected Fields: Reopens the Field Selection page (available when Select
Fields is on).

3. Load Data: Opens the Dynamic Record Viewer for the template’s data. Because the
template uses SFTP, the viewer shows a small information part with the Template
Code, Table No., Table Name, and Use SFTP indicator. Reset of all its actions and

operations are same as the One Click configuration of Data Studio.

19
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5 LOGS AND RETENTION POLICY

5.1 Audit Trail Log

Every record-level change made through Data Studio is captured in the Audit Trail Log.

Each entry records:

The table number and name and the Record ID affected.

The operation type (Insert, Update, Delete, or Rename) and the resulting status.

The field changed, with its old and new values.

Who initiated the change and when.

Audit trail logs are maintained for both, changes done through One Click Configuration
and changes done through SFTP import. If you open the Audit trail log from One Click
Configuration then logs regarding changes done from One Click Sesssion will show.
And if opened from Configuration Packages then relevent audit trail logs will appear.

To access the audit logs for Configuration Templates:

l‘. | MDC Nordic  Dynamies 365 Business Central 85 @ 5 0 © § &
Project Plus - Demo Company Zattle Connactar inance Cash Management Sales urchasing tension Shapify Data Studio “orrespondly Al 9P P

&

To access the audit logs for One click configuration:

)} MDC Nordic, — ynamics 365 Business Contrat &

20
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5.2 APl Log (SFTP Exchange):

The SFTP Exchange Log records the technical detail of each exchange with the Azure
bridge and SFTP server: the operation type and status, the template and connection
codes, the storage account and file name, the HTTP status code, the duration, who
initiated it, and whether a notification was sent. Opening a log entry reveals the full
request and response messages, which is useful when diagnosing a failed exchange.

Api logs for configuration templates can be accessed from:

Project Plus - Derna Camparny Zatile L/ Finar<e Cash Manzgemert Sales Purchasing NtznzanlT Shepify - | Data Studio Carraspendiy All 2 = & a'ﬁ’ﬁ;

Setup Data Studi Cunfgurstion Templates

CLREENCY TERPLATE c 4 curency 4 3 ansa
Audit Ligs

)} MDC Nordic|  ynamics 365 Business entral et o5 oo 7

5.3 Operation Types

Operation Meaning

Onboarding Registering an SFTP connection with the Azure bridge.

Delete Onboarding Removing a registered connection from the bridge.

Export To SFTP Sending a file from Business Central to the SFTP server.

Import From SFTP Collecting files from the SFTP server into Business Central.

Blob Upload / Import Blob / Intermediate steps that move and process files through the Azure
Process Blob Blob containers.

Notification Email Sending a notification email about an exchange result.

Insert / Update / Delete / Record-level changes captured in the audit trail.

Rename

21
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5.4 Operation Status

Meaning
Success The operation completed successfully.
Failed The operation did not complete; review the response message in the log entry.

5.5 Log Retention

During installation, Data Studio registers both the SFTP Exchange Log and the Audit
Trail Log with the Business Central Retention Policy framework, so administrators can

define how long log entries are kept.

To access the retention policies, search Retention Policies and click on the “Retention

Policies” page.

Tell me what you want tcllic’/”‘ 7 X
Reten e
IUH 4 an'n
Go to Pages and Tasks Show all (20)
» Retention Policies Administration [l

Upon app installation, log tables of Data Studio are added in Rentention policies. Now

to configure frequency and related settings

22
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/

€ Retention Policies n o v
@~ PO B + New Manage Home Navigate | More options e v =
7 Apply Manually & Apply All €& Refresh Allowed Tables 58
Table d T Table Caption Enabled Manual Retention Period
405 Change Log Entry
5338 Integration Synch. Job 1 MONTH
5339 Integration Synch. Job Errors 1 MONTH
5395 Dataverse Entity Change 1 WEEK
5772 Registered Whse, Activity Hdr. 1 YEAR
7322 Posted Whse. Shipment Header 1 YEAR
7340 Posted Invt. Put-away Header 1 YEAR
7342 Posted Invt. Pick Header 1 YEAR
7344 Registered Invt. Movement Hdr. 1 YEAR
8390 Financial Report Audit Log 1 YEAR
30114 Shopify Data Capture 1 MONTH
H 30115 Shopify Log Entry 1 MONTH
!l 30159 Shepify Skipped Record 1 MONTH
! 71553645 CTS-CB Request Header Log 20 DAYS
[ 73385582 SFTP Exchange Log
73385587 Audit Trail Log
I
| & Retention Policy 3 t 0] + Saved =
| SFTP Exchange Log
; Home  Navigate More options
¥ Apply Manually 7=
General Show less
Table id 73385582 Table Name SFTP Exchange Log
Table Caption SFTP Exchange Log
Retention Policy Show less
Retention Period * | S Expired Records o
Manual [(CHD)] Date Field No. 2000000001 -
Enabled @) Date Field Name SystemCreatedAt
Apply to all records [ o] Date Field Caption Created At

Configre the field values as per your requirements, Then Stanadatd will take care of

Logs Retention.

23
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